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Secure RSSI-based node positioning mechanism
for wireless sensor networks
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Abstract: For securing the RSSI-based ranging, a new protocol was proposed firstly, which achieved robustness by
applying integrity coding and occupation of communication channel. The theoretical analysis showed the proposal was
resilient to most conventional attacks including signal forgery and replay, also it can prevent adversary from attenuating
the ranging signal, which reducing the measured distance. Furthermore, a new secure node positioning scheme for sensor
networks was proposed by applying the proposed protocol above, in which, the distance enlargement attacks were further

filtered out by verifiable multilateration. The detailed analysis was also given to shown it’s robustness under external
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attacks.
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Secure RSSI ranging protocol

HBN: Generate m= | BN, p.} and compute e=Manchester (mr)
BN==S - On-off-keying (- 111000]ci|111000]jc--- ) 4 4 (1] % 3%
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LR Cslot), FFAKIREEF TS 4 N/AIX
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TR ORER R0 TAE . AR AR RS 43 EL I BR Y
RAE—AMEHRMI, 78 AL B P DR 358 0 2 F i 2R
(K78 NULL) . B B B 55 T — AME it 6
R, WAE—AN A BCR IR, 1 R P 1
ROATCE] 4 ANMEFRIT, T2 FE XA BT R AT
2 3 AMEFRML

BRIz BEF251KM @ Tkt
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e8]

(b) EIT R

K7 bR R

sloty sloty slots slot, slots o

4 1 beacon,! NULL | NULL ! NULL ! beacon,! ...
1 : : : 1} L}
B i NULL | beacon, i NULL i NULL | NULL |
¢+ NULL | NULL | beacon. ; NULL | NULL |
D v NULL { NULL §{ NULL { beacon, i NULL |
13@[&1&5 beacon i beacon,, E beacon: i beacon,, E beacon,, i
2%[*&; beacon i NULL E beacon, E beacon;, E beacon, E

K8 XBEREEN AR

42 AR AN EE

T BiiEsgsefE S R, R MR
VM HERI AT RS 2 I &% VLS (verifiable least
squares estimate). TRAEZMEEIHEE S, WRWE
SRE G TGS BEE, WA FaT DLkt
RZEE R . SOk, dn BN EE R ZE K A 2 TR
T3 3 43 W Bk 22 T DAAS: 56 T 25 25 IR B 2 75 il A
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Verifiable Least Squares estimate
with all /; € L, compute the position (x,',y,') by LS
ifforall ; €L, |<r_ | 7 R - T o
then x,=x,, v,=v,
else the position is rejected

B9 VLS Ef L

Wl 9 fros, L={h, b, =, L}={(x1, y1, d1), (x2, y2,
d2),*** (Xny Yy )} > BIMEFR 1T SUPRBEI B ALE BEES,
(xiy y) NS AR 2 ALK, di AR AT S5 5 PR
F A Z A R R B, emax N OV IO B K 1R
7%, LS AN 3Ri%.

43 ZENREEMEE SeRLA

N A —ANXHEA], R DA R IR SeRLA
5. SeRLA HEAFE =5 53 : 4 MEbs1 i (as
by cv d)v —AKRFEIT A s F—AFEG sink. BE s
AL IXHER) 1 2RI, LA W 10 Brs.

SeRLA HIEALE 3 NAAT: 1D BAMEARTT
KA B3R 145 18 2 LA 1-Codes HLIAS A] 7 &
IEAEHRM, W0 B~{a, Lo, p.}, Fr, a NGRS
() ID, Lo a WL BAAFR, pl NESKIEINZE.
“111000” H THERBAME RN S, NULL %
TRTCER H R, RS E AR BRI <
111000|[I-Code(B.)||111000||I-Code(B5)||111000|[I-Cod
e(B.)|[111000|[I-Code(Ba)-+ s 2D ARFITI i s BEHLEE
W 4 Ak BANFEUE AR RS ARMT (Ba, Bo, Bey Ba)
FHA AR ME VR I B KIRGRFE poy SR 5 )45 2k
SR — AR A LB ks B eSS 3D
TR EEAME AR R IR RS, 4 BT B
s MIEASAR T s B E, SRJE R 4.2 F7 TR i) VLS
IR s AL E . B TS AR 2SS [A] W & 2%
fEbR, BRI S A7 R MG, AR AT S0 LB AT
SeRLA 5%, BHEMKI.

44 FENLRESH
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N R R S B, I H R HET R 1
PR MRE S 7EULAERE |, SeRLA 5| A\ VLS &
VERE— DRI M PR ) — Bk, JE A ik 2= vl DURS
5 fres 2 AR 2 5 RN R 2 040, JERR AR
AR A AN o BT RSSI & — kiR B2 e A,
BRI AAREEMEE GBIT 50%) 7 H & X,
{HIX P 2 25 Mk A 98 T 30 VLS 236 M. PRI,
SeRLA & A ML BEA ZHEPT & PP 6T RSST Wl R 1)
AR B, HOEH TE AR R AS 8] B B T R IR (S
Fr, ARFENT AT LLE Z AT SeRLA, [HIL SeRLA
SE DAL B A BT AR 4 B B ZE B0 R e

{2 4.1 35 E LS EEE CRUE BT A X 5
TEAG B =W AS PR E T, 2 R REE
AR BB, RIS 75 AT BeFE %25 E I B
WA ERAE IR B . HE XY RaefE— e
FE s SeRLA. 5, B RpeXds 2 KIX I
WHEN T . Wi 11 Fos, fE—NDNXH, TG
722 I BRI X AR (dn— 63/3)R> (B4,
Hrf, R NEGEYAR, FHATReZ et fy X A &
G OVDR 00 e, bR AR

nR

1

- ot

B XHRE SRR

Secure RSSI-based Localization Algorithm

S—sink: E (B, By, B By pl. ph. Do Ph)

1) a +++111000][-code(B,)NULL|NULL|NULL-+-
b: ++*NULLJ|111000]|I-code(B;)|NULL|[NULL+*+
¢: +=NULL|[NULL|111000]|I-code( 8.)[NULL---
d- ~*NULLJNULL|NULLI|1 11000||I-code(B.)--
2) s Verifiesthe integrity of B,, By, B.. Byusing I-codes.

. Record the max power levels at which Beacons are received .

3) Sink: Extract La, Lb, Le, Ld. p., ph . P!, Ph, P, phe PLa P}

from (pi, Ph, PL pl) and ( pl.pr . pl . ph ), compute (D, Dy, Doy, D)
cwith L, Ly, Lo, Ly Dy s, Dy, D Dy, computes the position of node s using VLS

& 10 SeRLA 5Efr5is:
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